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Outages & Breaches: January 2024 in numbers
6 significant outages (0 critical) and 9 data breaches (4 critical) were logged in

January 2024. The largest breach by records was VF Corporation (35.5M). The

longest outage with a known duration was Microsoft Teams (7 hours). The most

common outage cause was cyberattack (5 of 6).
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OUTAGE CAUSES

Cyberattack 5

Network 1

NAMED ATTACKERS

ALPHV/BlackCat 3

Midnight Blizzard 2

Emo 1

MOST SIGNIFICANT INCIDENTS

25 Jan 2024 23andMe confirms raw genetic data stolen

23andMe · breach · Unknown
CRITICAL

19 Jan 2024 Midnight Blizzard reads Microsoft executives' email

Microsoft · breach · Midnight Blizzard (Russia)
CRITICAL

18 Jan 2024 VF Corp says 35 million customers' data stolen

VF Corporation · breach · ALPHV/BlackCat · 35.5M records
CRITICAL

8 Jan 2024 loanDepot ransomware exposes 16.6 million customers

loanDepot · breach · ALPHV/BlackCat · 16.6M records
CRITICAL
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29 Jan 2024 LockBit attack disrupts Fulton County services for weeks

Fulton County, Georgia · outage · Cyberattack
MAJOR

29 Jan 2024 Keenan warns 1.5 million people of breach

Keenan & Associates · breach · Unknown · 1.5M records
MAJOR

26 Jan 2024 Microsoft Teams disrupted for more than seven hours

Microsoft Teams · outage · Network · 7 hours
MAJOR

24 Jan 2024 Russian hackers read HPE security team's email

Hewlett Packard Enterprise · breach · Midnight Blizzard (Russia)
MAJOR

ALL 6 OUTAGES

29 Jan 2024 LockBit attack disrupts Fulton County services for weeks

Fulton County, Georgia · outage · Cyberattack
MAJOR

26 Jan 2024 Microsoft Teams disrupted for more than seven hours

Microsoft Teams · outage · Network · 7 hours
MAJOR

22 Jan 2024 EquiLend securities-lending platform offline after attack

EquiLend · outage · Cyberattack
MAJOR

21 Jan 2024 Akira ransomware at Tietoevry disrupts Swedish firms and councils

Tietoevry · outage · Cyberattack
MAJOR

8 Jan 2024 loanDepot systems knocked offline by ransomware

loanDepot · outage · Cyberattack
MAJOR

3 Jan 2024 Hijacked RIPE account knocks out Orange Spain internet

Orange Spain · outage · Cyberattack
MAJOR

ALL 9 DATA BREACHES

29 Jan 2024 Keenan warns 1.5 million people of breach

Keenan & Associates · breach · Unknown · 1.5M records
MAJOR

25 Jan 2024 23andMe confirms raw genetic data stolen

23andMe · breach · Unknown
CRITICAL

24 Jan 2024 Russian hackers read HPE security team's email

Hewlett Packard Enterprise · breach · Midnight Blizzard (Russia)
MAJOR

23 Jan 2024 15 million Trello account emails scraped and sold

Trello · breach · Emo · 15.1M claimed
MAJOR

19 Jan 2024 Midnight Blizzard reads Microsoft executives' email

Microsoft · breach · Midnight Blizzard (Russia)
CRITICAL
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18 Jan 2024 VF Corp says 35 million customers' data stolen

VF Corporation · breach · ALPHV/BlackCat · 35.5M records
CRITICAL

10 Jan 2024 FNF says ransomware stole data of 1.3 million

Fidelity National Financial · breach · ALPHV/BlackCat · 1.3M records
MAJOR

8 Jan 2024 loanDepot ransomware exposes 16.6 million customers

loanDepot · breach · ALPHV/BlackCat · 16.6M records
CRITICAL

2 Jan 2024 HealthEC breach exposes 4.5 million patients

HealthEC · breach · Unknown · 4.5M records
MAJOR
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2024 YEAR TO DATE

INCIDENTS YTD

15
January to January

2024

OUTAGES YTD

6
significant

outages

BREACHES YTD

9

data breaches

CRITICAL YTD

4
outages and

breaches

RECORDS EXPOSED
YTD

59.4M
confirmed or

company-reported

MONTH OUTAGES BREACHES CRITICAL RUNNING TOTAL

Jan 6 9 4 15

Total 6 9 4 15
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The underlying data for every month is in the CSV download.

© 2026 Nuffield Consulting · Contact info@nuffieldconsulting.com

Compiled from public reporting and summarised in our own words. Every incident links
to its original source. Severity: critical means wide impact, such as essential
services disrupted or sensitive data exposed at scale; major means notable impact on
one organisation's customers or a widely used service; minor is limited, brief or
local. Outage status: ongoing (still disrupted at last report), partially restored,
reported (state not yet confirmed), resolved, or post-mortem (cause explained by the
provider). "Claimed" marks figures from attackers that the organisation has not
confirmed.
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