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Outages & Breaches: February 2024 in numbers

4 significant outages (3 critical) and 9 data breaches (2 critical) were logged in
February 2024. The largest breach by records was Change Healthcare (100M).
The longest outage with a known duration was AT&T Wireless (12 hours). The most
common outage cause was cyberattack (3 of 4). 1 of the incidents mainly affected
the UK.
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MOST SIGNIFICANT INCIDENTS
22 Feb 2024 AT&T nationwide mobile outage blocks 92 million calls CRITICAL

AT&T Wireless - outage - Configuration change - 12 hours

21 Feb 2024 Change Healthcare attack halts US claims and pharmacy payments CRITICAL
Change Healthcare - outage - Cyberattack
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21 Feb 2024 Change Healthcare breach hits about 100 million people
Change Healthcare - breach - ALPHV/BlackCat - 100M records
11 Feb 2024 Ransomware takes 100 Romanian hospitals offline
Romanian hospitals (Hipocrate) - outage - Cyberattack
6 Feb 2024 French health payment firms' breach hits 33 million
Viamedis and Almerys - breach - Unknown - 33M records
29 Feb 2024 20 million Cutout.Pro Al users' data leaked
Cutout.Pro - breach - KryptonZambie - 20M claimed
13 Feb 2024 Southern Water confirms Black Basta stole customer data
Southern Water - breach - Black Basta - 470K records
13 Feb 2024 ALPHYV breach at Prudential hits 2.5 million
Prudential Financial - breach - ALPHV/BlackCat - 2.6M records
ALL 4 OUTAGES
22 Feb 2024 AT&T nationwide mobile outage blocks 92 million calls
AT&T Wireless - outage - Configuration change - 12 hours
21 Feb 2024 Change Healthcare attack halts US claims and pharmacy payments
Change Healthcare - outage - Cyberattack
11 Feb 2024 Ransomware takes 100 Romanian hospitals offline
Romanian hospitals (Hipocrate) - outage - Cyberattack
1 Feb 2024 Chicago children's hospital offline for weeks after Rhysida attack
Lurie Children's Hospital - outage - Cyberattack
ALL 9 DATA BREACHES
29 Feb 2024 20 million Cutout.Pro Al users' data leaked
Cutout.Pro - breach - KryptonZambie - 20M claimed
21 Feb 2024 Change Healthcare breach hits about 100 million people
Change Healthcare - breach - ALPHV/BlackCat - 100M records
13 Feb 2024 Southern Water confirms Black Basta stole customer data
Southern Water - breach - Black Basta - 470K records
13 Feb 2024 ALPHYV breach at Prudential hits 2.5 million

Prudential Financial - breach - ALPHV/BlackCat - 2.6M records
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Integris Health breach hits 2.4 million patients
Integris Health - breach - Unknown - 2.4M records

Bank of America customers exposed in vendor ransomware
Bank of America (Infosys McCamish) - breach - LockBit

French health payment firms' breach hits 33 million
Viamedis and Almerys - breach - Unknown - 33M records

AnyDesk production servers breached
AnyDesk - breach - Unknown

Nation-state hackers breach Cloudflare's Atlassian servers
Cloudflare - breach - Suspected nation-state

- 6M records
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2024 YEAR TO DATE

INCIDENTS YTD

28

OUTAGES YTD

10

BREACHES YTD

18

CRITICAL YTD

9

January to significant outages and

February 2024 outages data breaches breaches

MONTH OUTAGES BREACHES CRITICAL

Jan 6 9 4

Feb 4 9 5

Total 10 18 9
CITE THIS

reports/2024-02/ (retrieved 15 Nov 2026).

The underlying data for every month is in the CSV download.
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Compiled from public reporting and summarised in our own words. Every incident links
to its original source. Severity: critical means wide impact, such as essential
services disrupted or sensitive data exposed at scale; major means notable impact on
one organisation's customers or a widely used service; minor is limited, brief or
local. Outage status: ongoing (still disrupted at last report), partially restored,
reported (state not yet confirmed), resolved, or post-mortem (cause explained by the
provider). "Claimed" marks figures from attackers that the organisation has not
confirmed.

RECORDS EXPOSED
YTD

204M

confirmed or
company-reported

RUNNING TOTAL
15
28

28

Nuffield Consulting, “Outages & Breaches: February 2024 in numbers”, The Daily
Tech Wire,published February 2024. https://techwire.nuffieldconsulting.com/

Page 4 of 4


file:///home/runner/work/tech-wire/tech-wire/reports/2024-01/
file:///home/runner/work/tech-wire/tech-wire/reports/2024-02/
file:///home/runner/work/tech-wire/tech-wire/data/outage-breach-log.csv
https://nuffieldconsulting.com/
mailto:info@nuffieldconsulting.com

	Outages & Breaches: February 2024 in numbers
	Outage causes
	Named attackers
	Most significant incidents
	All 4 outages
	All 9 data breaches
	2024 year to date
	Cite this


